HNuadopmannoHHasa NaMATKA JJIA O0yYarONIUXC IIA pa3dMeneHusa
Ha opunmuaabHbIXx THTEpHET-pecypcax

C KaKIBIM T'0JIOM MOJIOJIE’KU B UHTEPHETE CTAHOBUTHCS OOJIBINE, a IIKOJIBHUKY OJHU U3
CcaMbIX aKTUBHBIX I0JIb30BaTesiell Pynera. Mexy TeM, IOMHUMO OTPOMHOIO KOJIUU€eCTBa
BO3MOKHOCTEN, MHTEPHET HeceT U MHpobsieMbl. JTa MaMATKa JOJIKHA TOMOYbL Tebe
6e30I1aCHO HAaXOJUThCS B CETH.

KomnrsroTepHble BUPYCHI

KomnploTepHbIli BHUPYC - 95TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IIPOTPAMM,
OTJINYUTEIbHOU OCOOEHHOCTBIO KOTOPOH SABJIAETCA CIIOCOOHOCTh K pa3MHOXKEHUI0. B
JIOIIOJIHEHNWE K 3TOMY, BHUPYChl MOTYT HOBPEIUTh WU HOJHOCTHIO YHUUYTOXKUTH BCE
datisipl ¥ JaHHBIE, MOJAKOHTPOJIbHBIE II0JIb30BATEN0, OT HWMEHU KOTOPOTO ObLIa
3alyleHa 3apakéHHas NporpaMMa, a Takke IOBPeJUTh WM Jake YHUUYTOXKUTh
ONIEPAI[MOHHYIO0 CHUCTEMY CO BceMH daijaMud B IeJIoM. B OOJBIIMHCTBE CiIydaeB
PacIpoOCTPAHAIOTCA BUPYCHI Uepe3 NUHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM:

1. I/ICHOJ'II)Byﬁ COBPEMEHHBIE OII€EpAIIMOHHBIE CUCTEMbI, UMEIOIIUE CepbéSHbIﬁ YPOBEHD
3alIUThI OT BPE€JOHOCHBLIX IIPOTPaMM,;

2. ITocrosstHHO ycraHaBiauBai mautu (1u¢poBble 3aIIaTKU, KOTOpble aBTOMAaTHYeCKU
YCTAHABJIMBAIOTCA C IEJbI0 JOpPaOTKM IpOrpaMMbl) U Apyrue OOHOBJIEHUA CBOeU
omnepanuoHHON cucreMbl. CKauMBail MX TOJIBKO ¢ OQUIIUAIIBHOTO caiiTa pa3paboTynKa
OC. Ecnu cymecTByeT pe>KUM aBTOMaTUYeCKOr0 OOHOBJIEHU A, BKJIIOUH €T0;

3. PaGorail Ha cBoeM KOMITBIOTEPE O/ IIPAaBaMU I10JIb30BATEJIs, & HE a/IMUHUCTPATOPA.
9TO He MO3BOJIUT OOJIBITUHCTBY BPEJOHOCHBIX ITPOTPAMM HHCTAJJTMPOBATHCS HA TBOEM
IIepCOHAJIBHOM KOMIIBIOTEPE;

4. Mlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKThI H3BECTHBIX ITPOU3BOIUTEIIEH, C
aBTOMaTHYECKHM OOHOBJIEHHEM 0a3;

5. OrpaHuyb GU3UUECKUHN TOCTYII K KOMIIBIOTEDPY JIJIs1 TOCTOPOHHUX JIUIT;

6. VMciosib3y#l BHeIIHUE HOCUTENIN WHGPOpMAIUM, Takue Kak dJelika, 1ucK win Qaiin
U3 UHTEPHETA, TOJIbKO U3 MPOodePEHHBIX HCTOUHUKOB;

7. He OTKpbIBall KOMIIbIOTEPHBIE (Pailsibl, TTOJyUYeHHbIE U3 HEHAJEKHBIX UCTOYHUKOB.
Jlaxke Te (paiiibl, KOTOPBIE IPUCIIA TBOH 3HAKOMBIH. JIydllle yTOYHH Y HETO, OTIIPABJISI
JIi OH Tebe uX.

Ceru WI-FI

Wi-Fi - 9T0 He BUJ mepefjauM JaHHBIX, He TEXHOJIOTHs, a BCETrO JIHIIb OpeH|, MapKa.
Eme B 1991 rogy HuzepiaHickas KOMIIaHUs 3aperucrpupoBaia 6pens; « WECA», yTto
obozHauasio cioBocoueranue «Wireless Fidelity», koropsiii mnepeBoauTCS Kak
«0ecrpoBO/IHASA TOUHOCTD>.

Jlo Hamiero BpeMeHH Jonula Apyras abOpeBuarypa, KOTOpas sBJIAETCSA TaKOU JKe
TexHosiorue. 9to abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLJIO IaHO ¢ HAMEKOM Ha
CTaHZAPT BBICIIMHA 3BYKOBON TexHuku Hi-Fi, uro B mepeBojie O3Ha4YaeT «BHICOKAS
TOYHOCTBH».



Jla, GecIiaTHBIF MHTEPHET-A0CTYII B Kade, OTeIsIX U adpOIopTax SABJAETCS OTIUYHOH
BO3MOJKHOCTBIO BBIXOJIa B HWHTepHeT. HO MHOrMe BKCIepThl CYUTAIOT, YTO
obmenoctymrabie Wi-Fi ceTr He ABJIAIOTCA 6€3011aCHBIMH.

CogeThbl 110 6e30macHOCTH paboTe B OOIIENOCTYITHBIX ceTsix Wi-fi:

1. He mepepaBaii cBoio JinuHyo wHpoOpMaluio depe3 obmienoctynHbsie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJAUTD IIAPOJIU IOCTYIIA, IOTUHBI U KaKHe-TO HOMEPA;

2. Vicrtosp3yi 1 OOHOBJIAN aHTUBHPYCHBIE ITPOTPaMMBbI U OpaHaMayep. Tem caMbIM ThI
obe3omnacuiib cebsi OT 3aKAYKU BUPYCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnospzoBanuu Wi-Fi orkmoun ¢dynkmuo «O0mui gocrtyn k daiiam u
npuHTepam». JlaHHasg QYHKOHWA B3aKpbiTa 110 YMOJIYAaHUIO, OJJHAKO HEKOTOpbIE
MIOJIb30BATEIN AKTUBHUPYIOT €€ 1151 y00CTBA UCIIOIb30BaHUSA B paboTe Win yueoe;

4. He ucnonp3yit nyomuunbii WI-FI 1 mepeiaum JIMYHBIX JAHHBIX, HAIIPUMED I
BBIX0/Ia B COLIMAJIBHBIE CETU WJIN B 5JIEKTPOHHYIO IIOUTY;

5. monb3yi ToJIbKO 3amuilieHHOoe coequHeHue yepe3 HTTPS, a ne HTTP, T.e. mpu
Habope Beb-azpeca BBOAM UMEeHHO «https://»;

6. B wmoOwibHOM TesepoHe oTkaOUn (PyHKnuio «Ilogkaouenne k - Wi-Fi
aBTOMaTH4ecKn». He J1omyckail aBTOMaTUYECKOTO MOJKIIOYEHHS YCTPONUCTBA K CETAM
Wi-Fi 6e3 TBoero corjacus.

ConuasibHbIE CETH

CorasibHBIE CETH aKTHBHO BXOJISIT B HAIILy JKU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT
TaM IOCTOsTHHO, a B Facebook y»ke 3aperucrpupoBan MusLInap; 4eJI0BeK, UTO SIBJISETCSA
OTHOM ceAbMOU BceX JKUTeJieN IUIaHeThl. MHOTHE IOJIb30BaTeNI He IMOHUMAIOT, YTO
uHdopmanys, pa3MelleHHas UMH B COIMAJIBHBIX CETAX, MOXKET OBbITh HalifleHa U
HCIIOJIb30BaHa K€M YTOZHO, B TOM UHCJIe He 00s3aTeIHbHO ¢ 6JIaruMu HaMePEHUSMU.

OCHOBHBIE COBETHI IO 0€30I1aCHOCTH B COMAJIBHBIX CETAX:

1. OrpaHuup CHHCOK Apy3ed. Y Tebsi B APY3bsAX HE JO/KHO OBITh CJIyYaWHBIX U
HE3HAKOMBIX JIIOEH;

2. 3amuman CBOI0 YacTHYIO KU3Hb. He ykaspiBail maposu, TesiedoHBI, ajipeca, AaTy
TBOETO POXKAEHUA U [IPYI'yI0 JNYHYIO HHPOpMauuwo. 3J0YMBIIUIEHHUKH MOTYT
HUCHOJIb30BaTh Jlaxke WHQPOPMAIMI0 O TOM, KaK Thl M TBOU POJUTENIN IJIAHUPYeTe
MIPOBECTU KAHUKYJIBI;

3. BaIIII/IIIIaﬁ CBOIO pEIIyTAllUIO - JEPXKHU €€ B YUCTOTE U sanaBaf/'I cebe BOIIPOC: XOT€EJI OBI
ThI, YTOOBI ApyTrue 11oJib30BaTe/In BUAEJIU, YTO ThI 3arpy>1<ae1m,? HOILYMafI, IIpexae yeM
YTO-TO Ol'Iy6J'II/IKOBaTI), HaImucCaTb U 3arpy3uThb;

4. Ecu THI TOBOPUIIG C JIIOABMU, KOTOPBIX He 3Haelllb, He UCIOJIb3YU CBOE pPeasibHOe
UMs U IPYTYIO JINYHYIO HHGOPMAIIUHU: UMsI, MECTO KUTETbCTBA, MECTO YUeObI U IIPOYEE;

5. N36eraii pasmenienus pororpaduii B IHTEepHETE, T/Ie Th N300paskeH Ha MECTHOCTH,
10 KOTOPOM MOKHO OIIPeZIeJIUTh TBOE MECTOIOJIOKEHUE;

6. IIpu peructpanuu B COIMAIBHON CETH HEOOXOAUMO UCIOIb30BATh CJIOKHBIE TTAPOJIH,
cocrosinue u3 OyKB U Udp U C KOJIMUIECTBOM 3HAKOB HE MeHee 8;



7. JIJ1s1 conMaIbHOM CETH, MOUThI U JAPYTUX CAUTOB HEOOXOMMO HCIIOJIb30BaTh Pa3HbIE
maposii. Toryia ecyi Tebs1 B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH TOJIYYaT JOCTYH TOJIBKO K
OJHOMY MECTY, a He BO BCe Cpasy.

DJIEKTPOHHBIE JIEeHbI'U

AJIeKTPOHHbBIE JEHBIH — 3TO OYEHb YZOOHBIN CIIOCOO IIaTelkel, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIYUYUTh 3TU JIEHbTU.

SJIQKTPOHHI)IG J€HbI' IIOABHUJIMCHh COBCEM HE€AABHO M MMEHHO M3-3a 3TOI'O BO MHOTI'HX
TOCyaapCTBax A0 CHUX IIOP He IIPOIIMCAaHO IIPO HUX B 3aKOHaX.

B Poccum ke OHM (DYHKIIMOHUPYIOT U O HHUX YK€ IIPOIHCAHO B 3aKOHe, TIJle UX
pa3esAoT Ha HECKOJIBKO BHIOB - aHOHUMHbBIE M HE aHOHHUMHBIE. Pa3HHUIIA B TOM, UTO
AaHOHHUMHBIE - OTO Te, B KOTOPBIX pas3peliaercsi IPOBOJAUTH oOlepanuu 0e3
uaeHTU(GUKAIMN I10JIb30BaTeNIs, a B HEAHOHHMMHBIX HJIEHTU(GUKAIMH I10JIb30BaTENIs
ABJsAeTCA 003aTEIbHOM.

Taxxe CJIeAy€EeT pa3jnvdaTb 3JICKTPOHHbIE (l)I/IaTHI)Ie AE€HbI' (paBHbI TOCyAapCTBEHHBIM
BaJ'IIOTaM) U 3JIEKTPOHHBIE He(l)I/IaTHbIe JAE€HbI' (He PaBHBI TOCYyJapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 6e30n1acHOM paboTe ¢ 3JIeEKTPOHHBIMU JIEHbI'aMU:

1. [IpuBsKU K cueTy MOOMJIBHBIA TesedOoH. ATO caMblid YAOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTb JIOCTYTI K cueTry. [[puBsi3aHHBIN Tesie)OH TOMOKET, ecTu 3a0y/elTb CBOU
IUIaTeKHBIN TTAPOJIb UJIX 3akiellh Ha CAUT ¢ HE3HAKOMOTO YCTPONCTBA;

2. Hcnosnb3yil ogHOpa3oBble naposu. Ilocsie mepexojsia Ha YCUJIEHHYIO aBTOPHU3ALIUIO
Tebe yke He Oy/IeT yIpOKaTh ONIaCHOCTh KPaKU WJIH ITepeXBaTa IJIaTeKHOTO MapoJIs;

3. Boibepu cioxkHbIN maposb. IlpecTymHukam OyZleT He IMPOCTO YrafaTh CJIOKHBIHN
nmapoJib. HaziexxHple mapoyii — 9TO MapoJjiud, KOTOPbIE co/iep;KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOYHBIE M TMPOMHUCHBIE OYKBBI, IMUGPPHl U HECKOJIHKO CHMBOJIOB,
TaKHe Kak 3HaK Jlojuiapa, GyHTa, BOCKJIUIATeIbHBIN 3HaK U T.I1. Hannpumep, StROng!;;

4. He BBOZIM CBOM JIUYHBIE JITAaHHBIE HA CAliTaX, KOTOPBIM HE JIOBEPSEIIb.
AJIeKTPOHHAA IIOHTA

DJIeKTPOHHAA MOYTA — 5TO TEXHOJIOTUA U IPeIOCTaBJisieMble €10 YCIIYTU TI0 IePechlIKe
Y TIOJIYYEHUIO BJIEKTPOHHBIX COOOIIEHHH, KOTOPhIE PACIIPEIEISIIOTCA B KOMITBIOTEPHOU
cetd. OOBIYHO HJIEKTPOHHBINM TMIOYTOBBIM SAIMINK BBIMVIAAUT CAEAYIOIMIUM 00pa3oM:
UM_I0JIb30BaTeIA@UMA_JIOMeHa. Takyke KpoMe Iepeiauy IIPOCTOr0 TEKCTa, UMeeTCs
BO3MOKHOCTH IIepeIaBaTh (PauiIbl.

OCHOBHBIE COBETHI 110 Oe30macHOl paboTe ¢ 3JIeKTPOHHOU ITOUTOM:

1. Hayro BrIOpaTh MpaBUJIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIUIATHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle JOBEPATHh TEM, KOTO 3HAEIIb U KTO
IIepBbIN B PEUTHHTE;

2. He ykaspIBail B JIMYHOH IouTe JUUYHYIO HHpopmanuio. Hampumep, jrydiiie BbIOPaTh
«MY3BIKQJIbHBIN__(haHAT@ » WJIN «POK2013» BMecTO «Temal3»;

3. Mconp3yii IByXaTAaTHYIO0 aBTOPHU3AIUI0. ITO KOT/Ia IIOMUMO ITapoJis HY?KHO BBOJUTH
KOJI, MpUchlIaeMblil 1o SMS;



4. Boibepu CyIOKHBIA TApOsb. I KaXKJIOTO TMOUYTOBOTO SAIIUKA JIOJKEH OBITH CBOU
Ha/IeKHBIHN, YCTOUUMBBIN K B3JIOMY IapOJIb;

5. Ecnu ecTh BO3MOKHOCTH HaIlKMCaTh caMoOMy CBOU JIMUHBIN BOIIPOC, PICHOJIBSyﬁ ATy
BO3MOXHOCTD,

6. HMcrosb3yid HECKOJIBKO ITOUTOBBIX SAIMIUKOB. IlepBbIN /I YAaCTHOM IEPENUCKU C
azipecaTamMu, KOTOPBIM ThI JOBEPsielllb. ATO BJIEKTPOHHBIN aJipec He HAJ/I0 UCIIOJIH30BATh
IIpU perucrpanuu Ha popymax u caurax;

7. He oTkpwiBail ¢ailsipl u Apyrye BJIOXKEHUS B MUChMAaX JIaXKe €C/IM OHU MPUILIN OT
TBOMX Jpy3ei. JIydllle yTOUYHH y HUX, OTIIPABJISIIN JIU OHU TeOe 9TH (aiisibl;

8. Ilocie okoHYaHWsA PabOTHI HA IMOYTOBOM CEPBHCE Iepel] 3aKPhITHUEM BKJIAJKH C
carToM He 3a0y/1b HAXKaTh Ha « BBIATH».

KubepOysUTHHT WK BUPTYyJIbHOE U3/1€BATEBCTBO

KubepOy/utMHT — 1mpecjie/ioBaHre COOOIIEeHUAMH, COZAep:Kal[UMU OCKOpOseHus,
arpeccuio, 3aIlyrMBaHHe; XyJIUTAHCTBO; COLMAJIbHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3JINYHBIX HUHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 6H0pbOE ¢ KHOEPOYILIIMHIOM

1. He 6pocaiicst B 60#. JIy4muii crmocob: MOCOBETOBAThCS Kak ceOsi BECTH W, €ClTd HET
TOTO, K KOMY MOKHO OOpaTHThCS, TO BHAYAJIE YCIIOKOUThCA. EC/Ii ThI HAUHEIIh OTBEYATD
OCKOpOJIEHUSMHU Ha OCKOPOJIEHHS, TO TOJIBKO €Ille O0JIbIIe Pa30kiKellb KOHMIIUKT;

2. Yopasiisiii cBoell kubepperyTaryei;

3. AHOHMMHOCTh, B CE€TH MHHMAas. CYIJ_IeCTByIOT CITOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHMHBIM aKKayHTOM;

4. He crout BecTu XyJUraHCKUU 00pa3 BUPTYaIbHOH KU3HU. IHTepHET pUKCHUpYeT Bce
TBOU JIEHICTBUS U COXPaHsET UX. YJAJIUTh UX OyZeT KpaliHe 3aTPYHUTEIHHO;

5. CobJtroiati CBOM BUPTYAJIBHYIO YECTh CMOJIOAY;

6. WrHopupy#l enwHWYHBIA HeraTwB. OIHOpPa30Bble OCKOPOHWTENIbHBIE COOOIEHUS
JIyqirie UTHOpHpoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs: Ha Ha4aJIbHOU CTa/INN;

7. Bau arpeccopa. B nmporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITUAIBHBIX
CETAX €CTh BO3MOKHOCTD OJIOKUPOBKH OTIIPAaBKU COOOIIEHUH € OIIpeie/IEHHBIX aJ[peCOB;

8. Eciu TeI cBuzserenb kKubepOysutmHra. TBou JeHiCTBUA: BBICTYIIUTH ITPOTUB
IpecjiefioBaTesis, IIOKa3aThb €My, 4YTO €ro JIeMCTBHA OLIeHUBAIOTCA HeraTHUBHO,
MIO/I/IEP>KATh JKEPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKast IIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢daKTe arpecCUBHOTO IIOBeJIEHNU B CETH.

MoobuibHbBIN TesteOH

CoBpemMeHHBbIe cMapTQOHBI W IUIAHIIETHI COJIEPKAT B cebe BIOJHE B3POCIBIN
¢GyHKITMOHAZ, UM TeNepb OHH MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMU
KoMmIibloTepamMu. OHAKO, CPEJICTB 3aIUTHI /I MI0JIO0OHBIX YCTPOHCTB ITOKA OYeHb MAaJIo.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, KaK JJIs
ITK, To ke camoe KacaeTcsi U MOOMJIbHBIX ITPUJIOKEHUH.



CoBpeMeHHBbIE MOOWJIbHBIE Opay3ephl yiKe IHPaKTUYECKH JOTHAJIU HACTOJIbHBIE
aHAJIOTH, OTHAKO pacIIupeHre QYHKIIMOHAIA ByiedeT 3a OO0 OOJIBIIYIO CJI0KHOCTD U
MEHBIITYIO0 3alUIEeHHOCTD.

Z[EUIGKO HeE BCE IIPOU3BOAUTEJ/IN BBIIIYCKAIOT O6HOBJ’I€HI/I}I, 3aKPbIBAOIIIKE€ KPDUTHYECKHE
YA3BUMOCTHU AJIA CBOUX YCTpOﬁCTB.

OCHOBHEIE COBETHI AJIA 0e30IacHOCTH MOOHMJIBHOTO Te.TIe(bOHaI

1. Huuero He sABJisieTcsl MO-HACTOSIEMY OeCIIaTHBIM. By/ib OCTOpOKEH, BeAb KOT/a
Tebe mpeaiaraloT OecIyIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO ILJIaTHbIE
yCayru;

2. Jlymaii, mpexae 4eM oTrnpaBuTh SMS, ¢oTo wau Buseo. Thl TOUHO 3HAEIID, T/IE OHU
OyAyT B KOHEUHOM UTOTEe?

3. Heo6xoarMo 06HOBIATH ONEPAIOHHYIO CHCTEMY TBOETO cMapTQOHa;
4. Vlctiosib3y#t aHTUBUPYCHBIE IIPOTPAMMEBI JIJIsI MOOYUTBHBIX TeIE(OHOB;

5. He 3arpy»kaii npuyIo>KeHUs OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BpPEZIOHOCHOE ITPOTPaMMHOE 00ecIieueHue;

6. ITocste TOro Kak ThI BBIMEIIH C caiiTa, I7ie BBOAWII JIUUHYIO HHPOPMAIIHIO, 3al/IN B
HaCTPOUMKH Opaysepa U yaaiu cookies;

7. Illepuoiuecky mpoBepsU KaKue IUIaTHBIE YCIIYTU aKTUBUPOBAHbI HA TBOEM HOMEDE;

8. JlaBaii cBO¥l HOMepP MOOMJIBLHOTO TesedoHA TOJIBKO JIIO/SAM, KOTOPBIX Thl 3HAEINIh U
KOMY JIOBEpPselllb;

9. Bluetooth momken ObITH BBHIKIIOUEH, KOTJa Thl UM He IOJIb3yelibcs. He 3abpiBait
HMHOT/IA IPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHBIE OHJIAWH-UTPBI - 5TO KPACOYHbBIE, 3aXBaTHIBAIOIIVE pPa3BIeUYeHUs,
00'beIUHSAIONINE COTHU THICAY YEJIOBEK 0 BceMy MUpy. ITPOKH HCCIIeAyIOT JaHHBIA UM
MUp, OOIAIOTCS APYT € APYTOM, BBIMIOJIHAIOT 33JIaHUSA, CPAXKAIOTCA C MOHCTPAMHU M
[IOJIy4alOT OIBIT. 3a Y/AOBOJBCTBHE OHU IUIATAT: MOKYHAIOT JUCK, OIUIAYUBAIOT
ab0HEMEHT WU TPUOOPETAIOT KaKKe-TO OIIUH.

Bce aTH cpezcrBa uAyT Ha IOAJEp:KaHUe U pa3BUTHE WIPHl, a TakKe Ha caMmy
6€30I1aCHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AIINY, BBIITYCKAIOTCA HOBBIE ATYU
(1 poBble 3aIIATKY JIJIS IPOTrPaMM), 3aKPBIBAIOTCA YAI3BUMOCTU CEPBEPOB.

B momoOHBIX UTpax CTOUT OIAcaThCs HE CTOJBKO CBOUX COIIEPHUKOB, CKOJIBKO KPaXKHU
TBOET0 NapoJisA, HA KOTOPOM OCHOBaHA CHCTeMa aBTOPU3ALNHU OOJIBITUHCTBA UTP.

OCHOBHBIE COBETHI 110 6€30IaCHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecotu ipyroit urpok BejieT cebsi IJIOX0 MU CO3/1aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€ro B CITMCKE UTPOKOB;

2. Iloxkanyiics agMHUHHCTpATOpaM WIPhI Ha IUIOXO€ IIOBEJIEHHE STOT0 HWTPOKA,
JKeJIaTeJIbHO MPUJIOKUTh KaKHUe-TO JI0Ka3aTeIbCTBa B BU/le CKDUHOB;



3. He ykaswiBaii imuHyt0 nHGOpMAIUio B Ipodaiie Urphl;
4. YBaxkall APyTUX YUaCTHUKOB IO UTPE;

5. He ycranaBiuBaii HeouIraabHble MaTYU U MOJIbI;

6. Mcnosib3y# C10KHBIE M pa3HbIe TIapOJIH;

7. Jlaxke BO BpeMs UTPBHI He CTOUT OTKJIIOYATh aHTUBUPYC. IIoka THI UTpaelnb, TBOU
KOMIIBIOTEDP MOTYT 3apa3UTh.

OUIHHT WU KpaXa JIMYHbIX TaHHbIX

OOBIYHOUN Kpaskell JeHer W JOKYMEHTOB CErOJIHsA y:Ke HHUKOTO He YAHWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JI0YMBINLJIEHHUKU T€PEMECTIINCh B UHTEPHET, U
MIPOIOJI’KAIOT 3aHUMATHCA «JIIOOUMBIM» JIEJIOM.

Tak mosBUIach HOBas yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (QUILIYHT, [JIaBHAA I1eJIb
KOTOPOTO COCTOUT B IOJYYeHHH KOHOU/IEHIUAIbHBIX JAHHBIX II0JIb30BaTeIed —
JIOTUHOB U napoJieir. Ha anriniickom sizeike phishing unraercs kak ¢pummHr (ot fishing
— pbIOHas JIoBJIA, password — mapoJb).

OcHOBHBIE COBETHI IT0 6OPBOE ¢ PUIIHTHTOM:

1. Ciiemn 3a CBOMM aKKayHTOM. Eciu ThI IIO[03peBaellb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXO0AUMO 3a0JIOKMPOBATh €€ U COOOIIUTh af[MIHUCTPAaTOpPaM pecypca
00 5TOM KaK MOKHO CKODEE;

2. Hcnoswdyih Oe3omacHble BeO-CalThl, B TOM UHCJIE, WHTEPHET-Mara3mHOB U
MOKMCKOBEBIX CHCTEM;

3. Hcnosnp3yii ciioxHble U pa3Hble mapoau. Takum obpa3om, ecyin Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKU MOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOeMY NPOQUIIO B CETH, a He KO
BCEM;

4. Ecytu Tebs1 B3J10MaJTH, TO HEOOXOIMMO IIPEIYTIPEANTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
7100aByIeHbI y TeOsT B JPY3bsiX, O TOM, YTO TeDsl B3JIOMaJIM W, BO3MOKHO, OT TBOETO
MMeHU Oy/IeT PacChlIaThCS CIIAM M CChUTKH Ha (DUIIIMTHTOBBIE CAUTHI;

5. YcraHoBu HaJiexkHbIN maposib (PIN) Ha MOOGMILHBIH TesiedOoH;
6. OTKJII0UM cOXpaHeHue apoJis B Opaysepe;

7. He oTkpbiBal ailsibl U Apyrue BJIOKEHUS B NMUChbMax Ja’kKe €CJIM OHU IPUIILIN OT
TBOUX JIpy3el. JIydllle yTOUHH y HUX, OTIIPABJISIN JIU OHU Tebe 5TH (aiiIbl.

udposas penyranus

[TudpoBas permyraiys - 3T0 HeraTUBHAs WIN MMO3UTUBHAs WHGOpMAaIus B ceT o Tebe.
Komnpowmerupytomas mHbopManusa pa3MellleHHas B HWHTEPHETE MOXET Cepbe3HbIM
06pa3oM OTpa3UThCS HA TBOEU peasibHOM Ku3HU. «IludpoBas pemyramus» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs u3 uHpopmanuu o Tebe B MHTEPHETE.

TBOe MeCTO JKHTeNbCTBA, yuebObl, TBOoe (UHAHCOBOE IIOJIOKEHHWE, OCOOEHHOCTH
XapaKTepa U paccKkasbl 0 OJIM3KUX - BCE 3TO HAKAILINBAETCA B CETH.



MHoruHe MOoAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IIyOJTMKAIUH JIMYHON NH(MOPMAIUHU B
HHaTepHeTe, He MIOHMMAas BO3MOXKHBIX MTOCAeACTBUM. Thl HaXke HE CMOXKEITb 0TaAaThCs
0 TOoM, 4TO (poTorpacdus, pa3MelleHHas 5 JeT Ha3a]l, cTajla IPUYUHON O0TKa3a MPUHATH
TeOs1 Ha paboTy.

KommenTapuu, pasmernieHue TBoux ¢oTorpaduili u Jpyrue AeHCTBUSA MOTYT He
HCYE3HYTh JIa’Ke II0CJIe TOTO, KaK Thl UX yAINIIL. Thl He 3Haelllb, KTO COXPAaHWJ 3Ty
nHdOpMaIHo0, MoNaja JU OHA B IOHUCKOBBIE CHUCTEMBI U COXPaHWJIACh JIU OHA, a
[JIAaBHOE: YTO IOAYMAIOT O Tebe OKpy’Kalollee JIIOJIU, KOTOpble HAaUAyT U YBUAAT 3TO.
Hatitu mHbOpMAaIINIO0 MHOTO JIET CILYCTSI CMOKET JII000H - KaK U3 JI0OPBIX MOOYKIeHUH,
TaK ¥ C HAMEPEHUEM ITPUYUHUTD BPeJl. ITO MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI I10 3aIUTe NU(PPOBOI peIyTaluu:

1. [Tomymaii, mpexze 4eM YTO-TO IIyOJIMKOBATh W Iiepe/aBaTh y cebs B OJyiore win B
COLIMAJIBHOM CEeTH;

2. B HacTpoiikax npodusis yecTaHOBU OTPaHUYEHUSA HA IIPOCMOTP TBOETO MPOUIA U er0
COJIEPIKUMOTO, cZleJIall €T0 TOJIBKO «JJIs JIPy3€ei»;

3. He pa3zmemnaii 1 He yka3piBail HHGOPMAIUIO, KOTOPasi MOKET KOTO-THO0 OCKOPOJISIThH
WJIU O0OMXKAaTh.

ABTOpPCKOE IIpaBo

CoBpeMeHHbIe IIIKOJIPHUKH- AaKTHUBHBIE I0JIb30BATENN IU(PPOBOTO IPOCTPAHCTBA.
OnmHako [majeko He BCe B3HAKT, YTO II0JIb30BaHWE MHOTUMH BO3MOXKHOCTSMU
nudpoBoro Mmupa TpebyeT coOJII0IEHNS ITPAB HA HHTEJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMUH «HWHTEJIEKTyaJIbHAsA COOCTBEHHOCTH» OTHOCHUTCSA K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAUYMHAsA C HOBBIX M300peTeHMA U 3HAKOB, 0003HAYAIOI[UX
coOCTBEHHOCTh Ha IPOAYKTHI U YCJIYTU , M 3aKaH4YUBas KHUTAMU, GOTOrpadusMH,
KUHOMUWIbMaMU U My3bIKQIbHBIMU IPOU3BENEHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTH HA MIPOU3BEIEHUS
HAyKH, JINTEPATYPbl U HCKyCcCTBa. ABTOPCKHE IIpaBa BBICTYIAIOT B KAYeCTBE rapaHTUH
TOTO, YTO UHTEJUIEKTYaJIbHbBIM/TBOPUECKUH TPy aBTOpA He Oy/ieT HaIIpacHbIM, 1aCT eMy
CIpaBeJlJINBble BO3MOXKHOCTH 3apaboTaTh Ha pe3yJsibTaTaX CBOEro TPYZa, IOIYIUTb
WU3BECTHOCTH U Ipu3HaHue. HUKTo 6e3 pa3perieHus aBTopa He MOKET BOCIIPOU3BOAUTD
ero TIPOU3BEJIEHUE, PACIPOCTPAHATh, IMYOJUYHO JIEMOHCTPHUPOBATh, IIPO/JABATH,
HMIIOPTHPOBATh, IIyCKaTh B IIPOKAT, IyOJIUYHO MCIOJHATH, ITOKA3bIBATh/UCIIOTHATH B
a¢upe wiu pa3Mmeniars B IHTepHeTe.

Hcmonp30BaHUE «IIUPATCKOTO» IPOTPAMMHOIO O0eclieueHusT MOXKET IIPUBECTH K
MHOTUM PHUCKAM: OT IOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUDOBKH TBOETO
YCTPOMCTBA, T/le YCTAaHOBJIEHHBIN He JlerajbHas nporpamma. He cTrouT Tak:ke 3a0bIBaTh,
YTO CYIIECTBYET JIETAJIbHBIE U OeCIUIaTHBIE ITPOTPAMMBbI, KOTOPbIE MOKHO HAUTH B CETH.

O noprase

CeTeBI/I‘-IOK.p(l) - TBOU TIJIABHBIM COBETYMK B CETH. SILGCB Thl MOXEIIb Y3HATb O
0€e30MacHOCTH B CETH IIOHATHBIM U AOCTYIIHBIM fA3BIKOM, a IIpU BO3HHUKHOBEHUU
KpHTH‘-IGCKOfI CUTyallhu1 O6paTI/ITI>CH 3a COBETOM. A TakKKe IIPDUHATL y4daCTue B
KOHKYpPCax U CTaTb CaMbIM L[I/I(I)IJOBI)IM I‘pa)KI[aHI/IHOM!



